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TAEARD RN R LBTRRER S BRI TERSA P v (Taiwan
Computer Emergency Response Team / Coordination Center, TWCERT/CC )
(T @A TWCERT/CC) #v it i o2 £ (2018) #d ¢ B 73 Hp
& & ¢ « (National Computer Network Emergency Response Technical
Team/Coordination Center of China, CNCERT/CC X ™ T # # CNCERT/CC)
apgz 2018 #E I kB R T GE A AJZ - 2 (Asia Pacific Computer
Emergency Response Team, APCERT ) (14T f§ i APCERT) & ¢ &2#73¢ ¢

( Annual General Meeting & Conference )

“ﬂ

FIFcfr2 dp B H 972 2 PR PR B /] = (Computer Emergency
Response Team, CERT) (™ f§# CERT) M 2 T sl % > 2% ]
s (Computer Security Incident Response Team, CSIRT ) (2 ™ # - CSIRT)

AriEa o

* =% % % TWCERT/CC # Lt ;4 %2 2018 # APCERT # € BT
TR AT B RI2 (Computer Emergency Response Team, CERT)
DEEZ A TEFERME LT w  (Working Group ) i iw3F 2
fer kg BRI ApFY it AF CERT F @8 o B d - B
Haur2EREY 20 0R 2 fol W2 24F3 & A KRFT X

RS IV TR SUE (RIS I T 2R 3

'g%‘?‘:‘*ﬁ:ﬂiﬁﬁ

21107 21 p % ¢ hAes

Sunday, 21 October - Venue: Westin Bund Center
ven
2018 Shanghai
8:30 Registration Open Diamond Ballroom Foyer (3F)



9:00-12:00 Working Group Meetings

12:00 - 17:00

2210 22p ~ ¢

Lunch and APCERT Team Building Diamond Ballroom Il

Diamond Ballroom Il (3F)

(3F)

FATE

Venue: Westin Bund Center
Shanghai

Diamond Ballroom Foyer (3F)

Diamond Ballroom | (3F)

The Stage (1F)

Turquoise (3F)

Monday, 22™ October 2018 Event
8:30 Registration Open
Technical Training: Digital
9:00 -12:00 ) i
Forensics with a Focus on the Cloud
12:00 -13:30 Lunch
14:00 - 17:00 Steering Committee Meeting

%310 23p * ¢

Tuesday, 23" October 2018  Event

8:30 Registration Open

9:00 - 12:00 Closed Conference
12:00 — 13:30 Lunch

14:00 - 17:30 Annual General Meeting
18:00 — 20:00 Gala Dinner

24100 24p + ¢

24 October 2018 Venue: Westin Bund Center Shanghai > Diamond Ballroom [&I1

Time Session

8:30-9:00 Registration Open

9:00-9:25 Welcome Remarks

9:25-9:30 Handover Ceremony

9:30-10:00  Keynote Speech

10:00-10:30  APNIC Community Honeynet Project
10:30-10:50 Tea Break

10:50-11:20 Splunking Honeynet Data ( LebahNET )

RALE
Venue: Westin Bund Center
Shanghai
Diamond Ballroom I&Il Foyer (3F)

Diamond Ballroom 1&Il  (3F)
The Stage (1F)
Diamond Ballroom 1&Il  (3F)

The Crystal Garden (5F)

A
(3F)

Presenter

Chair/Host
CERT-In, CNCERT

CNCERT

Adli Wahid, Senior Internet Security
Specialist, APNIC

Muhammad Zuhair Abd Rahman, Analyst,
MyCERT



11:20-11:50

11:50-12:20

12:20-12:50

12:50-14:00

14:00-14:30

14:30-14:50

14:50-15:20

15:20-15:40

15:40-16:00

16:00-16:30

16:30-16:50

16:50-17:20

17:20-17:50

17:50-17:55

~

1.

TBD Denzel Song, General Manager, Huawei

Recent Internet Incident Trends in S.Korea JAE HYOUNG LEE, Manager, KISA

An Overview of International Cybersecurity = ] ] ) )
o Lingfei Kong, Cyber Security Director, China
Standardization for the loT and Its )
o . Unicom
Implication for China

Lunch Break

National Information and Cyber Security =~ Rohana Palliyaguru, Director-Operations, Sri
Strategy of Sri Lanka Lanka CERT|CC
Eric Kaithula, Senior Program Manager,

OLD VULNERABILITIES ARE NEW ]
Microsoft

Safeguarding the Resource Public Key o

Ma Di, Principal Research Fellow, ZDNS
Infrastructure

Evgeny Goncharov, Head of Kaspersky Lab

ICS CERT, Kaspersky Lab

RATs in ICS network

Tea Break

Protecting Asian Games IT Infrastructure ) . )

Andika Triwidada, Deputy Director, ID-CERT
from Cyber Attacks
Threat Intelligence Application for Fighting MANTAI A, Head of Network Security
Against Black Industry Chain Research Institute, Eversec
Exploration of Emergency Response in Yonggang Han, VP, 360 Enterprise Security
Various Network Environments Group

Panel Discussion (30min)

Wrap Up & Closing

%%\%“?F‘?nﬁ@

2018/10/21 : Working Group Meeting

d APCERT £ R %2 & 1 i¥-] %= (Working Group) - fi4r & p >+ 2018 &
BRES» MEIEFA KA 2019 £ B ¥ iR Fue PR o

(1). Policy, Procedures and Governance Working Group (PPG-WG)
ol i & p R 5 4] T Aop 3 s Bae APCERT =g § v
@ oo & b 3RPEHE N OPFW 2 1 % » % 2c APCERT & i 2 A %

L

|

HEFIRIE RILA 2 g o



A A [\ | v = Y
/ | “.1 "\ \“ )‘\" ‘ K‘\ ®
Recent PPG-WG Activities A APCERT

——m

* OPFW amendments

Better define a quorum, voting, proxies (AGM)

. Worked with Membership WG and Secretariat with
implementation of APCERT’s new Partner Categories
(Liaison, Strategic and Corporate)

ms. sp 10

Application MOU templ

or rep

APCERT 2013

2177-24™ OCTOBER, 2018 ANNUAL GENERA! 5
SHANGHAI, CHINA | MEETING & CONFEREN!

n AF 7 ,
Guidelines for WGs' and ‘New WG Proposal
5 complete

iformation Classk
jon Sharing and Handling Policy.

fication Policy update & APCERT

AAPCERT AAPCE
r AAPCERT

|
|
[
[l
R &

B - : PPG-WG 3¢ 2

(2). Malware Mitigation WG
d 5 k& 3y (MyCERT )i {74f 4 - 2= = 4 # ;X 553 % %L (Honeypot)
— LebahNet > * 12 fg e BLPRFZ2_RF > » B IR & I 5c F & -
- BERARNFTREE —CMERP > # ¥ it sup b Ak BE S
i

Eos
¥
-
| 4

2E RS FFT 2 %o ¥ T 2 { 5 APCERT & f eh%

USRS 7 AR



w B vV . n W A ' e—
ELK — Kibana Access

Flexibility to visualize data based on own findings &
preferences, and share among other participants

APCERT 2018

waamocronen gl ANNUAL GENERAL :
SHANGHAI, CH yMEETING & CONFERENCE
Q9 m
g = < -

APCERT 2018

i
-
=)
'S
N

£ N

ERT.  AAPN AAPCERT.  AA
_ AAPCER RT.  AAPCERT.

Bl = : Malware Mitigation WG 4F 2.
(3). MBS WG update : Changes in the Membership & partnership

T & FT APCERT & f ¥ %> = B 2 & & % Operational Member (OM)
r2 2 Supporting Member (SM) ; @ & T34 & B| » 5 Liaison Partner ~

Strategic partner vz 2 Corporate partner -

18

IERAL
ERENCE

& .,I

W= : KrCERT #F 2



(4). Internet of Things (loT) Security Working Group (loT-Sec-WG )
ARPAOLREFEFHREEE X 2P DREAE TE 2 HSBREL 22
%Eoﬁiﬁ%%%}ﬁﬁﬁ@%#iiﬂ%,juﬁﬁﬂﬁﬁﬁﬁﬁ
22RO ME R 2 PR X 2R Bt e i

ission

APCERT 2018

ANNUAL GENERAL

SHANGHAI, CHIN MEETING & CONFERENCE
ii .

APCERT 2018

P Gt S e e

Bz : 10T-Sec-WG 47

(5). Draft Working Group
S iE A S 2 BENA R4S 0 ¥ - 394 £.d Sri Lanka CERT i
AR AREHT I A H2 e L& F% 0 & 4 Customer
Present (CuP) 1z % Customer Not Present (CUNP) - i ¢ 4-%5& i
S Eo R uHZ BINA - A HIE/RRA S B E L e

$ =324 d JPCERT/CC A4 > L BT+ L G2 BFfrk 2 4L

I
o
‘_\4\.

Fit e %=L d CERT-ln 2% ¥4¢x >0 F X 1 i7] &
HF N enfgi s e iR 0 bl4oit 4 A k& = APCERT Operational
Member fedp B {15 % 2 T Sa2 = > U F 5 L PR folE L



APCERT 2018

¥ . = VJAL GENERAL
SHANGHALI, C} r.“é-'/m; & CONFERENCE

. L4
{ i ! V. Proposed Solutions & Recommendations of Working Group for Secure Digital
N ‘ 1 payments

APCERT 2018

Il. Digital Payments Landscape and Channels

V. Vulnerabilities and Security Issues in Digital Payment Systems

A APCERT

e et tem

| B TS
Bl 7 : Draft Working Group 3F £

SAPCERT,

Digital Payments Landscape and Channels
« Chapter Lead: Sri Lanka CERT

1. Method and Instruments of Digital Payments - Customer Present (CuP) and Customer
Not Present (CuNP). For each method following 3 domains were enquired:
* Payment instruments/sources
+ Payment Methods
« payment Technologies
2. Following Stakeholders & their role in Digital Payments Ecosystem were identified:
* Buyer
« Acquirer Domain
« |ssuer Domain
« Transactions networks
Banks

Bl : Sri Lanka CERT for Digital Payment



I}
A
Vulnerabilities and Security Issues in Digital Payment AAEQEB]
Systems

* Chapter Lead: JPCERT/CC

1. Identification & Catzgorization of

the Vulnerabilities & i
Payment Methods and Channels s Sectiity lksues in Digial

‘ 2. Identifications of Ga

ps in Cyber Security Implementation by Stakeholders of Digital
Payment Ecosystems

3. Existing Vulnerabilities and possible attack modus-operandi has been identified from
Incident case studies

4. One of the Key challenge identified in Digital payments related Incident.d
Alerts and Threats are not reported to national CERTs in timely manng
providers/stakeholders

Proposed Solutions & Recommendations of Working A_A_PC_EB_T_
Group for Secure Digital payments

* Chapter Lead: CERT-In

1. Identification of 15 High Priority Actions for Economies & stakeholders for digital
8 payment security ‘

2. In progress — Identification and consolidation of global cyber security best practices
for digital payment systems

3. Near Future

* Common platform for APCERT
in region

akeholders to improve the re

* Incident/threa

B ~ : CERT-In for Proposed Solutions & Recommendations

(6). Drill Working Group
P el B i HNFFERZUFBIRN S FHREH > 24
LR FARFEEEE e mA R g ERI T e AR
CERT /2 » r2% ji-% 2019 & & Drill 1} FHRAILE R Lo &
BB H L Acde g > B L /22 2019 Drill 82 B 4 AF ~ o
BEE > P Iptat 2019 # 3 0 6 p B ek SUpEE 0 2019 & 37



13pRepeiFm b igRED -

Jo1iel s TWCERT % H ¢ & B » 3525 2010 # & 41 % JUs
FARRICRE Y 4

Planning 2019 Dirill

First conference call to kick off the
September. Agenda

1. Setting the dates for the Drill an
Establishing the Organizing Cor
Drill WG sessions during the co
Deciding on a Drill Theme
Finding this year’'s Lead Team

2% \NNUAL GENERAL
SHANGHAI, CHIN Q&) MEETING & CONFERENCE

M.

APCERT 2018

SISl 0 SN

W4 : Drill WG #F 2

(7). Information Sharing Working Group
B fE A RaE R fr%ﬂ% APCERT P 384 2 48 2 R e 2
Bldopt 10T - i F L# T 5 — APCERT DataExchanger
(ADE) - pwte 5 29 lesfsrp ~23 Bleskig* ¢ » iFd © » 3
TK 2 v % > FF 0 ¢ 3 Conficker g % 2 i 4% ~ Nitol & % 2 3 4% > 12
% malicious URLs % oAt ¢k » 2t Working Group » = = 7 Mail List>
% % CNCERT i #; ~JPCERT * 4 ~ThaiCERT = p z_ Risk Intelligence
FolpFro 4 fFiak APCERT 2 wiki o o ¥ > pt 1 ie/]
#Fivikd stecd APCERT = R 2 RRenfi 34 3 84 > 12 &2

information sharingWG eh1 ifar 2 & » F £ L WA B ¥ L { el B »



APCERT 2018 = \PCERT 2018

ANNUAL l RAL e ANNUAL GENERAL

APCERT.  AAPCERT AAPCF™
AAPCERT AAPCERT_

@B+ : Information Sharing WG 3F £

2. 2018/10/22 : Technical Training: Digital Forensics with a Focus on the Cloud
# = *engkd TWNCERT s-FIchc 1 AZFF & (707 3/ > A4 5
Digital Forensics with a Focus on the Cloud = # =t 2" % 3 & 4-%+ Windows
gosue fegakip B chi & Artifacts 2 4 47 Windows Artifacts 9 Jha1 &
A o
(1). Windows Artifacts ¥ 4# Non-Volatile Data, Volatile Data and

Semi-Volatile Data > 2 F & B[P
I. Non-Volatile Data : 45 # € i}’ 2 e # » @ 7 OS Information, NTFS
File System, Registry Hive, Windows Event Logs, Application Logs,
Browser Artifacts, AutoStart Extensibility Points (ASEPs) , Key
Additional Artifacts -

i. NTFS File System : NTFS & - B %&b % s3> @ * NTFS
& &4 ($Logfile) 3545 MetaData 7 4L - i £_NTFS - B 224 M
grehrs i (FAT/FAT32 7 3 #0385 i ) > P AERH N 2R
FeF AR (4ot e E & e Volume 4 fie B ~ B a-€ 2 APl &

10



Vi.

AT ES T MFT (L% %) e&h{safiim) fri
(D Bfrd 2EERY R ) TR ATE LA AR
- ) @ g e Volume AR E AT A 18 T b b s R
R B AET R R hig ee ¥ NTFS 4%k 2u:B3 27 USN
SEA 0 * Atiss Volume P AT ALk~ TG ~ P B B o
YRR R S ) B A R TR R L P - 1
B Volume e { o
Registry Hive : % 44 £_Microsoft Windows ¥ - i & & e0F
AL o h AT RETE k Sr b AR R T o F Bk key o
subkey frvalue = - - i key,ﬁf&z‘uﬁﬁk TS - Ba g
@ subkey ﬁh{i« B & gL+ & 8L — B value B 2 - B key -
iEp % > d name - datatype 2 data fe = o
Windows Event Logs : Windows i% i 7 e cidifd, K 2edk ik S8 0T
E I 3 & 0 3 B isdkAE 5 - Application ~ Security 2 System -
Application ¥ # e 2 HE > 7 R A Z T, ~ TEZ
B TFER ) B I EF ORI G ATREL -8 g
AL F AL AR F LMY R A RO T AT
R e AR~ BREs AN 2 PR AR e # gk 1 o Security ¥ 4
TP 0 VAR E BRRERE A S A g bldeit R

% ~ Windows & _Z = x5 o System F it A AFE 2 o K AFEE G

FT

Windows 2 Windows i LR34k i ® A 2 &%~ ¥4
EEFM e

AutoStart Extensibility Points (ASEPs) @ {7 E & 425" ¢ &
windows B 8 P f 5 fade > iR (7 ERRE R 1 A S B S Blde
Run and RunOnce, Expolorer Shell Folders, Startup and Shutdown

scripts, Active Setup, Servies etc.

Key Additional Artifacts: 3 & & 2 & > Artifacts » £ #35¢ 7 &
ok ehF M 0 & 45 L $Recycle.Bin, LNK Files, JumpList, Prefetch

X o

Browser Artifacts : 4 7§ F #o8y AL & - g

11



).

B E T TR i/z’ | 504§ cnE s 0 12T 2 Microsoft
Edge 2 Chrome % i]-Microsoft Edge % ¥ & 7% 3t = History File,
Last Active Browsing Session, AppCache, Cache, Cookies % -
Chrome 3% &> fe & 3 History File, Cache Files 2 Extesions -
® Volatile Data : 45 % % i 2 ehFF » ¢ 7 Process Artifacts,

Network Artifacts -
® Semi-Volatile Data @ 2 = /Rix4p B > ¥ 50 € i &2 T 0 b

4o OneDrive, Email, Telemetry( Win10 ), AAD/MSA accounts

(Win10) - ¥ ¢k Windows 10 #it fi =~ chf 7P > § H#-ch

windows % $t42;% 4 ¥ windows.old 7P 4 5 #ru4p R R

11 Registry fr Event logs » € # $|:% P & o

Windows Artifacts 4~ 457 B k1 £

VI.
VII.

VIII.

XI.
XIl.

XII.

MFTCSV @ # #-MFT £ 3975 R &HE D = 2 F 4 °
ExtractUSNJrnl : B8 % %2 USN p £~ & o
USNJI2CSV @ 7 #-USN p 3h> 2 H I 2> F 4§ -
Autopsy : FITRF AL 2 #ER1 & o
RegRipper : Registry 3% Zff &1 & -
Registry Explorer : Registry i jr1 & -
AmcacheParser : Amcache.hve & * #2358 % &fh 4 471 & o
LogParser : % 4xfh s 71 & o
Sysinternals @ #% &7 3F 5 1 £ > IV A itic st *’v—r? &
# 7 &£ 21 £ Contig £2 PageDefrag ~ # %71 £ 4 Process
Explorer £2 RootkitRevealer -
JumpList Explorer @ £ 7 5 # 1 &
BrowsingHistoryView : i & T ;e & e il %
PECmd : Windows Prefetch f#471 &
WinPrefetchView : s $u3f L fgB~4 (PF #54) 71 £ - %
WhHpoL Rk BV g & BT AR @# T 0 RE ARk
2 Windows s it » 7 vRi A 5 o

12



‘\‘ ,///, =N
B+ = : Digital Forensics #Az I3 +

3. 2018/10/23 : Closed Conference

13



A CERT w#hdps £ A+ 2018 £ R 2 g ~ FIRREFAA T o
(1). CNCERT

2 b2 BB o X0 AN 2 RIF A s R KR R

A5
—i\

|l
=

MR T A o

P s

Bl--= tloT %% % 2 h '
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'APCERT 2018

Vulnerabilities on IoT device — ranking by types

common IOT Top vulnerabilities by types

vulnerabilities in the first i
half of 2018 buffer over

Top 3:
«authentication
bypassing
scommand execution
*information lcakage

AAPCERT  AAPCERT
PCERT_ AA

U S SR T aTE

APCERT 2018

Vulnerabilities on loT device — ranking by
types of devices

Top (common) vulnerabilities by

*Top 3: cell
device types

phones,

routers and : Dt
12%

web cam. at

frewall
0%

Conference system
%

respectively
— Network switche
~ gateway device 6%

APCERT ~ AAPCERT
AAPCERT A/

BlL7 @ ot mrkiss

15



(2). TSUBAME project
PIF el BRI AR RRERI P FRTV AR
Bl TRAPM T A %4 L W CERT e o pwid p & JPCERT
JH oo pdp4 ¢ 5 JPCERT A % 7 workshop in Taipei 2. ¢+ > =

=2

k5t 1 %4 % HKCERT & * TSUBAME 2z § % 25> fFs A % 7 3%
PENMIFTEEE  BABLREY o

\

" S I MAPCERT 7 e
1. Update on TSUBAME Project

Workshop in Taipei

W Jan 18-20, 2018

B TWNCERT(9), TWCERT/CC(9),EC-CERT(3)
W Agenda

TSUBAME Introduction

Case Studies
Hands-on 1,2,3
Q&A

BEQHNES

B+ = : Workshop in Taipei

2 TBUBAME information share review

Cases shared by ML

2 lncroue in Packets Destmed to Port 8080/TCP since Eariy
May(Jun 5, 2018)
B Increase of scan packets to Port80/TCP(Jun 11, 2018)

B Increase of scan packets to Port8000/TCP since around
June 14th (Jun 15, 2018)

-WM&M

@ lncrease of scan packets to Port445/T CP(Aug 31, 201 8)

B+ = : Case shared

(3). ACSC Incident Response

16



ARSI R 2P w2 72 4R A ATT&CK (Hi

HE~s Bs F ) chd A % o 29 3 47 common tradecraft
7

BT EFE RG] I MITRE 3% 2. ATT&CK # b 24

S SRR Rl EUE AN T PR 4

= o

APCERT 2018

o | g’«
i Ve [t VS e S o

AAPCER AAPCERT
RT A \PCERT  AAPCER'

B+~ - ATT&CK

(4). India Cyber Crisis Exercise (ICCE)

$t % CERT-In 248 & < ICCE 5 A iR e 2% 22 F 2 F 2
SRR BFITILE AR e X 2 EPER 0 B P L R BN
593

T B % 2IARCAR R g 2t > R G R s R R - Bk

B fafetiiy ¥ -

o

17



-4 ICCE by Indla

(5). ThaiCERT
L IEISHTEIFTOp L AL TR IP
addresses f- URL % - ¥ ¥ 2= = 7 Feed Sharing Infrastructure » % 5
HFEAE 2 FREAAE IFIETAZ21E 0 blrTHM 2

& 75 b 3722 = 2. AbuseHelper~ 73 &£ 2= = 2. Megatron~ 4 i 2. IFAS
B2 IntelMQ ~ A 2 n6 % -

Bl- -+ : Feed Types by ThaiCERT

18



AbuseHelper

<https://github.com/abusesa/abusehelper>

- The first complete feed handling tool ever published, by CERT-FI (Finland)
and CERT-EE (Estonia).

« Original (2005) in peri, rewritten in python (2009).
- Limited functionality, only meant to collect feeds and send them out.

- Agents per feed type, controlled by XMPP protocaol (like a botnet C&C).

- Very complex fo set up and operate, only command line in chat channels.
= Not maintained for several years.

-+ — : AbuseHelper

Megatron

<ht_tgs://github.comlcert—selmggatron—iava>
Wiritten by CERT-SE (Sweden)

Used by several ISPs.

Single binary (Java, closed source).

« Easy to setup and operate, but also command line only.
« Not maintained anymore, no IPv6 support.

B- -+ = : Megatron

I FAS (Information Feed Analysis System)

<rltpilwww.irtools.ioﬁfasﬁndex.html>

« Written for HKCERT (Hong Kong).
Used AbuseHelper for the feed collection, adds several additional
functions such as reporting and a web interface.

Recently updated to replace AbuseHelper with IntelMQ.
« Can do most of the steps of the process.
« Not actively maintained anymore.

NERT AGM & Comtevesce 2000 PACEAT A hox

L

- IFAS

It

=
I

19



B= Lz :IntelMQ

né (Network Security Incident eXchange)

rbmmhmmmnnmmﬁwMMd
| notifications (e-mail). .
zMaMpﬂﬂhu\ i e

(6). GovCERT.HK

IR 2 0 & F 4% 00 Cybersec Infohub 2 343 0 5 #p 2 # i@ B2t 3]s
;\_Q?]E\xa%k‘*ﬁfﬂmk%'fgsuaﬁ SRR A 2 Pz LT o

PRLEZENPREFRR k- BRIET 5 {40 f2
HRERT - REE R i Vs 2 B2 4B R e REY .

20



Core Principles

Bl= + = : Cybersec Infohub by GovCERT.HK

4. 2018/10/23 : Annual General Meeting

Jikfri & £ 444975 APCERT 4 f ¢ - Leadership Team ~ Working
Group & {7 A 55 > 112 P 2017 2 WSS D~ VRGRAR 0 1 2 2017 2

FEBEA o DARANFARGIRLRR S JFAD S

— Al —_? PO
APCERT_ .
- 2017-18 Leadership Team

CSC (Australia, SC term 2016-18)
5 CI(mIr of the Steering Committee and lead for Policy, Procedures and Governance

MyCERT (Malaysia, SC term 2017-19)
Deputy Chalr of the Steering Committee an

: R I 2 o 1 8 Mitigation project
JPCERT/CC (Japan, SC term 2017-19) ' :
| 4 secretoriat of APCERT, Working Group Ligson and

Member of the Steering Committee,
20 | ANNUAL GENEML lead for the TSUBAME project
INA | MEETING & CONFERENCE CERT-In (India, SC term 2017-19)
Member of the Steering Committee and lead for loT Security / Secure Digitai Poyment
CNCERT/CC (People’s Republic of China, SC term 2016-18)
Member of the Steering Committee and lead for Information Sharing
ERT/CC (Republic of Korea, SC te
lember of the Steering Commi
ERT (Chinese Taipei, SC term
ember of the Steering C

d lead for Outreach & Liaison and Malware

for Membership

for Education and Training

Bl= -+ = : Leadership Team

21



. 10T Security W
cure Digital Pay
pacity Building

A

Bl- - ~ : APCERT Working Groups

a
RAPCERT.

Tt Pasitte Computer

017 Internatio
. APRICOT 2017 (February, Ho Chi Minh City,
« APCERT Drill 2017 (March)

« APEC-TEL 55 (April, Mexico City, Mexico)

« 29th Annual FIRST Conference (June 2017, San Juan,

Puerto Rico)
. National CSIRT Meeting (June, San Juan, Puerto Rico)

* ASEAN CERT Incident Drill (ACID) 2017 (September,

nal Activities & Engagements
Vvietnam)

eral Meeting (AGM) &
ber, Delhi, India)

, Bangkok, Thailand)

RABCERT % APCF

Bl= -+ 4 : International Activities & Engagements

22



Al A LLE

AAPCERT_
2017 Training Courses

« APCERT held 5 training sessions in 2017
_ Coordinated by TWNCERT
— Conducted by TWNCERT, ID-SIRTII/CC, Secure
Works, HKCERT, MyCERT and Microsoft

~

NGM 2018

Bl = -+ : 2017 Training Courses

(1). ACSC

#-J1% CERT %4 R ¢ & f ~sci{ 7 # % -4 iz Procedures and
Governance WG 2 2 Convenor of Capacity Building WG 2_4g # 4 -

AAPCERT.  acsc

« Australian Cyber Security Centre (formerly CERT Australia) — 12 Jul 18
— Steering Committee Chair; Convenor of Policy, Procedures and Governance WG
Convenor of Capacity Bullding WG
* Achievements 2017-18
— OPFW amendments — better define quorum, voting, proxies (AGM)
~ APCERT Information Sharing and Handling Policy & Training

~ Worked with Membership WG and Secretariat on new Member and Partner
applications forms, sponsor reports, MoU templates
— Updated ‘APCERT Guidelines for WGs’ & created ‘New WG Proposal’ templa
Updated Engagement with Commercial Service Providers and Co(rforate E
and,

Policy to provide clarity on Member/Partner use of APCERT
Br:
sponsorship and the prohibition on financial gain. A

* Priorities 2018-19

- Assist with growin
Corporate Partner

(2). JPCERT/CC

p ~ CERT s »#1= APCERT 23 ~1 %] _F_E?:%%—‘F‘f ~ TSUBAME
Working Group A ¥ 4 -

23



'APCERT _

JPCERT/CC

Secretariat, WG liaison, Lead of TSUBAME WG
Main areas of work in 2017-18
— Secretariat Administrative support

* APCERT website, ML, Annual Report, Drill, SC meetings, International confer
Incident response requests, Membership inquiries, etc.

- WG liaison
* Support WG activities (facilitate GoToMeeting, Doodle scheduling)

- TSUBAME WG
* Sharing technical observations on ML
* Organise Workshops (@Taipei, Jan 2018)

Plans for 2018-19
— Secretariat

(3). CERT-In

R CERT s L R g+ F 3" 4L ¢ <[ - %2 Drill Working
Group ~ Malware Mitigation Working Group 2 % Information Sharing
Working Group = g -

BAPCERT  CeRrin

1. Operational Member a) Steering Committee Member for 2017-2019
since 2006 b) Program Committee Member
€) Member in Drill WG, Malware Mitigation WG and
Information Sharing WG

a) Secure Digital Payments WG
b) IoT Security wG
Current achievements since last AGM until now

= Conducted 4 conference

2. Convener

calls with founding members of

WG and prepared 2 draft e Security Digital Payments
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(4). CNCERT/CC

? = 4o 2l N
® CERT 2% > £ fi ¢ & i ~ Information Sharing Working Group
LB Ao

I
AAPCERT_ ycerT/CC

. SC, Convenor of Information sharing WG

ain activities in 2017-18
? ff Maintain the APCERT Data Exchanger (ADE) as @ data e

APCERT members.
) 1 8 — 5K+ cyber threat data shared through APCERT Datakxc/
— CNCERT weekly report, JPCERT monthly report, ThaiCE
shared by mailing list
INERAL — 150+ threat reports shared by APCERT liaison partner

- — Final report for information sharing survey
« Plan in 2018-19 as Convenor of Informatio

_ Understand the needs of the members regarding the \
and motivate members to exchange information and ¢

— Enh raining and maintain APCERT
- M o information sharing a
w s.
SC Activity Raport for A

=+ : CNCERT/CC

(5). KICERT/CC

3= B CERT .3_9,.?7%.“« »% B ¢ = H ~Membership Working Group z # + -

AAPCERT_

KrCERT/CC

» SC, Convener of Membership WG
* Main activities in 2017-18

- revised the application forms a
nd the sponsor report fo
Membership and Partnership : e

- organi-zed the annual CSIRT training course, APISC training
Plan in 2018-19 as SC and Convenor of MBS WG

g
g

g and

tential members and partners
oU for partnership

Bl=-+7 : KrCERT/CC
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(6). TWNCERT

-4 CERT %% § ¢ = f ~Training Working Group # # + - Drill
Working Group ~ Information Sharing Working Group ~ Malware

Mitigation Working Group ~ TSUBAME Working Group = g -

BAPCERT L \wWNCERT 20

es and Responsibilities
= i k {
S

Introduction of DDoS Offensive and Defensive
Exercise in Taiwen

tener @ Training Working Group

_"

licrosoft es the Instructor

[t e O e

Mah Inf ion Sharing Platf (MISP)
ina CERT

Buliding (ACSC)
raining Feedback

Bl=-+-= : TWNCERT

(7). BB TiE2 R F iR Glhef B2 Bob f ook A B~ kg ¥ R
WGl v E i e XL A f R FRE 0 SR D

RUFiE~ 231 % -

26



_Lr—“ W . o P we §l &I pABBCET T
e

Arlal Narvow -4 ;*’A'- !”.w“'

; o

U X X B Fram._ments 1o vote on st

bt x @Exm X ) ORATT AXCERT Operasess

" ; ;.:m revocauo
or Change of Category

the continued { the
,pcgrscmf""‘” the APCERT SC 15 0
e RwsaPmrmlle v ehgibity

otherwise mmsO'M' o
wﬂanwmmmamm_-——— o

ovok o

change operatonal membership 1S subject

decision 10 or r e ' = )

m’wlovd 1 a Geneml Meclng (GM) In hne with gQuONEM :

- tatied in $ yon 7 — e V

‘ yoling procedures 83 detatied in Secton 7, = e P w‘”'
gecision 10 change of revoke 8 PANel . y..qq quorum of the APCERT Operstionsl

s = . uring the GM: of o

Of @  pembers with voting rights &
SC in accordance with the provisions Cres are o be cast by emai, by more than half of

the total number of APCERT Operational Members
6 Code of Conduct with voting rights. l;

Partners have a duty 10 abide o the
duct may resull in sanctions

e - S

_ 7 =4

5. 2018/10/24 : Keynote Speech

(1). Recent Cybersecurity Trends in China and International Cooperation
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Practices of CNCERT

3% % CNCERT/CC R4 BE»r ¢ Rz T % 275> ¥ ¢ g
1B NSBF LR Gfow ¥ b)4- Ransomware~DDoS~ 0T~ ICS >
A APT o T3P S P W2~ RHFE b el Y MrblicE 2 B0
A FR R E R 2 ¢ i > DDoS it iu 2 APT se# St ¥
e 2 CNCERT frR% Fil 1% 2> lih2 & (nfnfek ko

?
& o

CNJERTICC

ontinuous decrease of botnet C&C servers in China
e roush regular action by CNCERT the number of large-size bonets has

jecreased, but with more st aller size

CAC Server s Chima KASPERSKY S

Mobile Malware CN(ERT/CC
Spread of mobile malware under control
he number of mobile malware spread via genuine APP stores has

significantly decreased

L ——
e e —
0 10086 o —

rex o —_

Jogou com N

- -

s -

in '

Blz + : mobile malware
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Critical sectors are the main targets for APT

2018 H1® 81 APT attacks launched by 33 APT groups

Target conntries and regions of majer AFT groups workdwide Target sectors of APT sftacks wit

bodicy a3 (he most L

Bz + - : APT attack
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6.

CNJERT

CNCERT International Partnership

. ]
211 organizations in 72 countnes and regions, Mol

o~
SIEMENS '
SV lTCHfg,.CERT ao1°CEF‘T

signed with 30 orgamzations

Q-

%ﬁm

M A D », A=)

Bz + = : CNCERT W% & it§) &
2018/10/24 - APNIC Community Honeynet Project

4 APNIC Adli 3. APNIC % &% < Honeynet Project> iz i3 Project B 4
3+ 2015 & > P A fjcd internet } R ¥ onE F T4 0 i B Project
Facpizi A 0% 00458 > 2 - L& L CERT 0= | » APNIC 3% i
Honeypot 4p i 5 2" 5 » I 3% & pre-installed data ¢7 VM # i& 730 % »
beorchs BOEF 38 % fe ksl Honeypot » APNIC R B F sz fo =4k 5 2%
o™

High Level Overview -

Honeypot 1

/ Honeypot 2
Backend

Honeypot 3

Sharing Portal .

AP Community

APNIC

Blz -+ » : Honeynet High Level Overview
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1.

TR R LSRRGS

ERACT o

4v 53 TWCERT/CC = APCERT © 2. %225t £ 3~ SR F i % > 4p

B k2 i@ o P TWCERT © 1

TSUBAME WG 2 2 Drill WG » fe %812 & & & A4)8 > &= 4 §

(o A KA b s T A B
(1). #Fx 3% 2 As2a £ %8 Malware Mitigation WG & {7 B A 3
R AL ARE B LTS N} A

& 4c » Malware Mitigation WG -~

Légi‘ia4tf’/\‘:l €= %‘_} >

é'?bﬁ.ﬁ:ié?;#ﬁ‘,fi,?fb@fi o oyl > A (R F MK A B YE 7331}# KR o
A el “ AE R LR
(2). %%€ﬁ£$@ﬁ$w¢ﬁ
S At r2 =

S# % £ 2 APCERT ¢ 2. Working Group » “$ K

\*ﬁr

\\\?{r
J

RN NI - T
PR &0 R BRI -

RIERTENE ST S

M1 APCERT #73] ft WG > F &R & (T4 ¢

A%Hﬂﬁ@ﬁ%éﬁ%%a’fﬁﬁ%4$Wi.?fﬁ%%#m

o TR 2L BRI i
SN BRI o XA B R AR T S

L

(1). ¥ fie = 3 2. Malware Mitigation WG ~ TSUBAME WG % 534 $ it &

3

12 g lFlo 4o~ {5 3 e 22 Working Group -

£ 4 € ¢ ¥ 7 f2 JPCERT 4a#% 2. TSUBAME i b » 53 p #+ it >
™ I/PJ»;E%{; ARt

FoFRHe BRIV RN R HEITFNEE
/f@“’#*w s P MYCERT 7r 2 % 7 TR 8 ¥ & 47608 50
TWNCERT/CC A k7 £ 7 fRigd hsiiz 337G H g ¥
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(2). 7 f&§ = = 10T Security WG ~ Secure Digital Payment WG §  p

fé" 1?‘;3——;‘7%\1‘)(!? "‘\4

pavloT FX 42 L W3S B £ 8> loT Security WG d & & CERT
AFOERGTIFBELEF A ZAWECFINMF ARy T AMNAgR
]

#H~ TWCERT R p *hALH B R F il F4 > BFFTRLHBEFEL

CERT % & %’r AARE RS Pl AEATHRT E - TWCERT/CC
btawm‘&m\/r, o FiE A= g %jiki’ ’L*’i‘#\XTWCERT AR

AL R T R Tk e

(). *cia 2 BN 4phd CERT en3 #5 > I3+ RPN o FTXAAHERE o

r 14
F’IF

TWCERT/CC p s 2 ®p CERT (% 5) et 27 35 43 & 4e 5 >
ERTVEHLEFP P FIABFERFEFTET F L EFER

EET RIS (78 4
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I~ HupRIAESLTHR
1. APCERT 2018 ¢ P 424 ~ IR F# ~ B *H T

(D). gk pARFH 2485 ¥ 1 *http://apcert2018.cert.org.cn/ T ¢ £ i
% o
.+ gFme e

https://v.alltuu.com/albumNoMark?id=1011073208&verification=4661
dba5ec00703e9326e2fd522584f6.

34


http://apcert2018.cert.org.cn/
https://v.alltuu.com/albumNoMark?id=1011073208&verification=4661dba5ec00703e9326e2fd522584f6
https://v.alltuu.com/albumNoMark?id=1011073208&verification=4661dba5ec00703e9326e2fd522584f6

